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The Problem



The Result



Office of International Affairs

United States Central Authority
Advises Law Enforcement Officials
Prepares, presents, and executes treaty 
and non-treaty (letters rogatory and letters 
of request) requests for assistance
Provides guidance on fugitive 
apprehension and return and 
extraterritorial operations



Weaknesses of International 
Criminal Conspiracies

Formation
Communication
Consideration
Enforcement



Formation



Communication

Electronic Communications Privacy Act
18 U.S.C. 2703

Preservation Letter
Subpoena
Court Order
Search Warrant



Foreign-Located Information or 
Evidence

Cooperative Framework
Alternative Source of Obligation

Multilateral Instruments
UN Security Council Resolutions

Reciprocity or Domestic Law
Embassy Is Not U.S. Soil



Multilateral Instruments

MLATs/Letters Rogatory/Request
UN Convention Against Corruption
UN Convention Against Transnational 
Organized Crime
UN Convention for the Suppression of 
Terrorist Financing



UNCAC
Article 46(1): Parties shall afford one another “the widest measure of 
mutual legal assistance in investigations, prosecutions and judicial 
proceedings in relation to offences covered by this Convention.”

Articles 15 through 23, covered offenses include bribery, 
embezzlement, and money laundering.

Articles 46(3)(f) identifies assistance to include “[p]roviding originals 
or certified copies of relevant documents and records, including
government, bank, financial, corporate or business records.”

Article 46(8): “States Parties shall not decline to render mutual legal 
assistance pursuant to this article on the ground of bank secrecy.”



Security Council Resolutions

“The appropriate authorities designated 
to execute this request can be assured 
that the judicial authorities of the United 
States are authorized to assist foreign 
governments and tribunals pursuant to a 
similar request from [Country].
28 U.S.C. § 1782



Domestic Sources of 
Financial Records

FinCen/Credit Reporting Services
FedWire/CHIPS
Bank Subpoenas
Egmont Group



Unilateral International Measures

Failed or Weak State 
Unable or Unwilling Cooperator
Class and Location of Records

Bank of Nova Scotia (BNS) Subpoena
Patriot Act Subpoena
Consent Directives
Voluntary Witness



Bank of Nova Scotia 

Records Located Overseas
U.S. Branch Office 
Clearances/Concurrences
OIA Analysis/Recommendation
State Department Notification



Patriot Act Subpoena

Administrative Subpoena Related to 
Correspondent Account
Infrequently Employed
More Clearances/Concurrences
Service and Notice
Tool for Negotiation



Consideration: Cash in the Mail



Consideration: Cash in the Mail



Consideration: Direct Cash Deposits



Consideration: Cash to a Shill



Consideration: Cash to a Shill



Consideration: Money Orders



Consideration: Money Orders



Consideration: Direct Wire Deposits



Consideration: Wire to a Shill



Consideration: Wire to a Shill



Consideration: Wire to a Shill



Consideration: Wire to a Shill



Consideration: Wire to a Shill



Items of Value: Vehicles



Items of Value: Computers



Other Records

Hotel, Telephone, Property, Vital Records
18 U.S.C. § 3505
Hague Convention on the Abolition of 
Legalization of Foreign Public Documents
28 U.S.C. § 1746



Iraq

Sui generis
Official Records – Not a party to Hague 
Convention on Abolition of Legalization of 
Foreign Public Documents
Business records – 18 U.S.C. 3505
Search Warrants -- On base, FOBs, Off base
Serving Subpoenas
Interviews
Arrests and Repatriation 



Kuwait

Official records – Not a party to Hague 
Convention on Abolition of Legalization of 
Foreign Public Documents
Business records – 18 U.S.C. 3505/Unilateral 
Measures
Search Warrants
Serving Subpoenas
Interviews 
Arrests and Repatriations



Afghanistan

Official Records – Not a party to Hague 
Convention on Abolition of Legalization of 
Foreign Public Documents
Business Records – 18 U.S.C. 3505
Search Warrants
Serving Subpoenas
Interviews 



Major John Cockerham



Cockerham’s Ledger



Runs in the Family



Cockerham’s Crackerjack Decoder Ring



Fugitive Apprehension and Return

Consent
Bilateral Treaty
International Obligation
Domestic Law

Basis for Extradition
Basis for Expulsion, Deportation or Return

Lures



Additional Considerations

Nationality of individual
Urgency
Location
Transit
Other

Red Notice
Passport Revocation/Expulsion
Visa Cancelation



Iraq/Kuwait/Afghanistan

Iraq
1934 Treaty
Beginning to promote cooperative measures
Unilateral approaches

Kuwait
No treaty
Cooperative measures
Seek transit authorization

Afghanistan
No treaty, though have used UN instrument



Law Enforcement Operations

Conformity with Local Law
Presumptively Reasonable
Coordination with DOJ, L/LEI, DOD, COM

Search Warrants & Anticipatory 
Suppression Issue
Joint Venture Doctrine
Posse Commitatus
Call in Advance



The Result


